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1. System and Memory

1. System and Memory

1.1 Introduction

The ESP32 is a dual-core system with two Harvard Architecture Xtensa LX6 CPUs. All embedded memory,
external memory and peripherals are located on the data bus and/or the instruction bus of these CPUs.

With some minor exceptions (see below), the address mapping of two CPUs is symmetric, meaning that they use
the same addresses to access the same memory. Multiple peripherals in the system can access embedded
memory via DMA.

The two CPUs are named “PRO_CPU” and “APP_CPU” (for “protocol” and “application”), however, for most
purposes the two CPUs are interchangeable.

1.2 Features

e Address Space

Symmetric address mapping

4 GB (32-bit) address space for both data bus and instruction bus

1296 KB embedded memory address space

19704 KB external memory address space

512 KB peripheral address space

Some embedded and external memory regions can be accessed by either data bus or instruction bus

— 328 KB DMA address space

Embedded Memory
— 448 KB Internal ROM
- 520 KB Internal SRAM
- 8 KB RTC FAST Memory
- 8 KB RTC SLOW Memory

External Memory
Off-chip SPI memory can be mapped into the available address space as external memory. Parts of the
embedded memory can be used as transparent cache for this external memory.

— Supports up to 16 MB off-Chip SPI Flash.
— Supports up to 8 MB off-Chip SPI SRAM.
e Peripherals
— 41 peripherals
e DMA

— 183 modules are capable of DMA operation
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1. System and Memory

The block diagram in Figure 1 illustrates the system structure, and the block diagram in Figure 2 illustrates the
address map structure.

DMA

v

Embedded
Memory

o Cache «

PRO_CPU ‘ APP_CPU
‘ MMU ‘

v

External
Memory

Peripheral

Figure 1: System Structure

0x0000_0000
O0x3F3F_FFFF

0x3F40_0000
OX3F7F_FFFF

0x3F80_0000
0x3FBF_FFFF

0x3FC0_0000
OX3FEF_FFFF

0x3FF0_0000
OX3FF7_FFFF

Peripheral

0x3FF8_0000
Ox3FF8_1FFF

0x3FF8_2000
External Ox3FF8_FFFF ‘

Flash 24 0x3FF9_0000 Internal Internal RTC RTC
0x3FF9_FFFF ROM > Sram FAST Memory SLOW Memory

MMU Cache

0x3FFA_0000
External 23 Ox3FFA_DFFF

SRAM

Ox3FFA_E000
OX3FFF_FFFF

— DMA

0x4000_0000
0x4005_FFFF

0x4006_0000
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0x4007_0000
0x400B_FFFF

0x400C_0000
0x400C_1FFF

0x400C_2000
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0x5000_0000
0x5000_1FFF

0x5000_2000
OXFFFF_FFFF

Figure 2: System Address Mapping
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1.3 Functional Description

1.3.1 Address Mapping

Each of the two Harvard Architecture Xtensa LX6 CPUs has 4 GB (32-bit) address space. Address spaces are
symmetric between the two CPUs.

Addresses below 0x4000_0000 are serviced using the data bus. Addresses in the range 0x4000_0000 ~
Ox4FFF_FFFF are serviced using the instruction bus. Finally, addresses over and including 0x5000_0000 are
shared by the data and instruction bus.

The data bus and instruction bus are both little-endian: for example, byte addresses 0x0, Ox1, 0x2, Ox3 access
the least significant, second least significant, second most significant, and the most significant bytes of the 32-bit
word stored at the Ox0 address, respectively. The CPU can access data bus addresses via aligned or non-aligned
byte, half-word and word read-and-write operations. The CPU can read and write data through the instruction
bus, but only in a word aligned manner; non-word-aligned access will cause a CPU exception.

Each CPU can directly access embedded memory through both the data bus and the instruction bus, external
memory which is mapped into the address space (via transparent caching & MMU), and peripherals. Table 1
illustrates address ranges that can be accessed by each CPU’s data bus and instruction bus.

Some embedded memories and some external memories can be accessed via the data bus or the instruction
bus. In these cases, the same memory is available to either of the CPUs at two address ranges.

Table 1: Address Mapping

Boundary Address :
Bus Type ; Size Target
Low Address High Address
0x0000_0000 Ox3F3F_FFFF Reserved
Data 0Ox3F40_0000 Ox3F7F_FFFF 4 MB External Memory
Data 0x3F80_0000 Ox3FBF_FFFF 4 MB External Memory
Ox3FC0_0000 Ox3FEF_FFFF 3 MB Reserved
Data Ox3FFO_0000 Ox3FF7_FFFF 512 KB Peripheral
Data Ox3FF8_0000 OxB3FFF_FFFF 512 KB Embedded Memory
Instruction 0x4000_0000 Ox400C_1FFF 776 KB Embedded Memory
Instruction 0x400C_2000 Ox40BF_FFFF 11512 KB External Memory
0x40C0_0000 Ox4FFF_FFFF 244 MB Reserved
Data Instruction 0x5000_0000 0x5000_1FFF 8 KB Embedded Memory
0x5000_2000 OxFFFF_FFFF Reserved

1.3.2 Embedded Memory

The Embedded Memory consists of four segments: internal ROM (448 KB), internal SRAM (520 KB), RTC FAST
memory (8 KB) and RTC SLOW memory (8 KB).

The 448 KB internal ROM is divided into two parts: Internal ROM 0 (384 KB) and Internal ROM 1 (64 KB). The
520 KB internal SRAM is divided into three parts: Internal SRAM 0 (192 KB), Internal SRAM 1 (128 KB), and
Internal SRAM 2 (200 KB). RTC FAST Memory and RTC SLOW Memory are both implemented as SRAM.

Table 2 lists all embedded memories and their address ranges on the data and instruction buses.
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Table 2: Embedded Memory Address Mapping

Boundary Address :
Bus Type - Size Target Comment
Low Address High Address
Data Ox3FF8_0000 Ox3FF8_1FFF 8 KB RTC FAST Memory PRO_CPU Only
Ox3FF8_2000 Ox3FF8_FFFF 56 KB Reserved -
Data Ox3FF9_0000 Ox3FF9_FFFF 64 KB Internal ROM 1 -
Ox3FFA_0000 Ox3FFA_DFFF 56 KB Reserved -
Data Ox3FFA_EO00 Ox3FFD_FFFF 200 KB Internal SRAM 2 DMA
Data Ox3FFE_0000 Ox3FFF_FFFF 128 KB Internal SRAM 1 DMA
Boundary Address :
Bus Type , Size Target Comment
Low Address High Address
Instruction 0x4000_0000 0Ox4000_7FFF 32 KB Internal ROM O Remap
Instruction 0x4000_8000 0x4005_FFFF 352 KB Internal ROM 0 -
0x4006_0000 Ox4006_FFFF 64 KB Reserved -
Instruction 0x4007_0000 0x4007_FFFF 64 KB Internal SRAM 0O Cache
Instruction 0x4008_0000 Ox4009_FFFF 128 KB Internal SRAM 0 -
Instruction 0x400A_0000 Ox400A_FFFF 64 KB Internal SRAM 1 -
Instruction 0x400B_0000 Ox400B_7FFF 32 KB Internal SRAM 1 Remap
Instruction 0x400B_8000 0x400B_FFFF 32 KB Internal SRAM 1 -
Instruction 0x400C_0000 Ox400C_1FFF 8 KB RTC FAST Memory PRO_CPU Only
Boundary Address :
Bus Type , Size Target Comment
Low Address High Address
Data Instruc-
; 0x5000_0000 0x5000_1FFF 8 KB RTC SLOW Memory -
ion
1.3.2.1 Internal ROM 0

The capacity of Internal ROM 0 is 384 KB. It is accessible by both CPUs through the address range
0x4000_0000 ~ 0x4005_FFFF, which is on the instruction bus.

The address range of the first 32 KB of the ROM 0 (0x4000_0000 ~ 0x4000_7FFF) can be remapped in order to
access a part of Internal SRAM 1 that normally resides in a memory range of 0x400B_0000 ~ 0x400B_7FFF.
While remapping, the 32 KB SRAM cannot be accessed by an address range of 0x400B_0000 ~ 0x400B_7FFF
any more, but it can still be accessible through the data bus (Ox3FFE_8000 ~ Ox3FFE_FFFF). This can be done
on a per-CPU basis: setting bit O of register DPORT_PRO_BOOT_REMAP_CTRL_REG or
DPORT_APP_BOOT_REMAP_CTRL_REG will remap SRAM for the PRO_CPU and APP_CPU,

respectively.

1.3.2.2 Internal ROM 1

The capacity of Internal ROM 1 is 64 KB. It can be read by either CPU at an address range 0x3FF9_0000 ~
Ox3FF9_FFFF of the data bus.
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1.3.2.3 Internal SRAM 0

The capacity of Internal SRAM 0 is 192 KB. Hardware can be configured to use the first 64 KB to cache external
memory access. When not used as cache, the first 64 KB can be read and written by either CPU at addresses
0x4007_0000 ~ 0x4007_FFFF of the instruction bus. The remaining 128 KB can always be read and written by
either CPU at addresses 0x4008_0000 ~ 0x4009_FFFF of instruction bus.

1.3.2.4 Internal SRAM 1

The capacity of Internal SRAM 1 is 128 KB. Either CPU can read and write this memory at addresses
Ox3FFE_0000 ~ Ox3FFF_FFFF of the data bus, and also at addresses 0x400A_0000 ~ 0x400B_FFFF of the
instruction bus.

The address range accessed via the instruction bus is in reverse order (word-wise) compared to access via the
data bus. That is to say, address

Ox3FFE_0000 and 0x400B_FFFC access the same word

Ox3FFE_0004 and 0x400B_FFF8 access the same word

Ox3FFE_0008 and 0x400B_FFF4 access the same word

Ox3FFF_FFF4 and 0x400A_0008 access the same word

Ox3FFF_FFF8 and 0x400A_0004 access the same word

Ox3FFF_FFFC and 0x400A_0000 access the same word

The data bus and instruction bus of the CPU are still both little-endian, so the byte order of individual words is not
reversed between address spaces. For example, address

Ox3FFE_0000 accesses the least significant byte in the word accessed by 0x400B_FFFC.
Ox3FFE_0001 accesses the second least significant byte in the word accessed by 0x400B_FFFC.
Ox3FFE_0002 accesses the second most significant byte in the word accessed by 0x400B_FFFC.
Ox3FFE_0003 accesses the most significant byte in the word accessed by 0x400B_FFFC.
Ox3FFE_0004 accesses the least significant byte in the word accessed by 0x400B_FFF8.
Ox3FFE_00O5 accesses the second least significant byte in the word accessed by 0x400B_FFF8.
Ox3FFE_0006 accesses the second most significant byte in the word accessed by 0x400B_FFF8.
Ox3FFE_00Q07 accesses the most significant byte in the word accessed by 0x400B_FFF8.
Ox3FFF_FFF8 accesses the least significant byte in the word accessed by 0x400A_0004.
Ox3FFF_FFF9 accesses the second least significant byte in the word accessed by 0x400A_0004.
Ox3FFF_FFFA accesses the second most significant byte in the word accessed by 0x400A_0004.
Ox3FFF_FFFB accesses the most significant byte in the word accessed by 0x400A_0004.
Ox3FFF_FFFC accesses the least significant byte in the word accessed by 0x400A_0000.
Ox3FFF_FFFD accesses the second most significant byte in the word accessed by 0x400A_0000.
Ox3FFF_FFFE accesses the second most significant byte in the word accessed by 0x400A_0000.
Ox3FFF_FFFF accesses the most significant byte in the word accessed by 0x400A_0000.

Part of this memory can be remapped onto the ROM 0O address space. See Internal Rom O for more
information.
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1.3.2.5 Internal SRAM 2

The capacity of Internal SRAM 2 is 200 KB. It can be read and written by either CPU at addresses Ox3FFA_EQ0O
~ Ox3FFD_FFFF on the data bus.

1.3.2.6 DMA

DMA uses the same addressing as the CPU data bus to read and write Internal SRAM 1 and Internal SRAM 2.
This means DMA uses an address range of Ox3FFE_0000 ~ Ox3FFF_FFFF to read and write Internal SRAM 1 and
an address range of Ox3FFA_EOOO ~ Ox3FFD_FFFF to read and write Internal SRAM 2.

In the ESP32, 13 peripherals are equipped with DMA. Table 3 lists these peripherals.

Table 3: Module with DMA

| UARTO | UART1 | UART2 |
| SPi | sP2 | SPi3 |
| 1eso | st |
W
|

| SDIO Slave | SDMMC
] EMAC
] BT \ WIFI

1.3.2.7 RTC FAST Memory

RTC FAST Memory is 8 KB of SRAM. It can be read and written by PRO_CPU only at an address range of
Ox3FF8_0000 ~ O0x3FF8_1FFF on the data bus or at an address range of 0x400C_0000 ~ 0x400C_1FFF on the
instruction bus. Unlike most other memory regions, RTC FAST memory cannot be accessed by the

APP_CPU.

The two address ranges of PRO_CPU access RTC FAST Memory in the same order, so, for example, addresses
Ox3FF8_0000 and 0x400C_0000 access the same word. On the APP_CPU, these address ranges do not
provide access to RTC FAST Memory or any other memory location.

1.3.2.8 RTC SLOW Memory

RTC SLOW Memory is 8 KB of SRAM which can be read and written by either CPU at an address range of
0x5000_0000 ~ 0x5000_1FFF. This address range is shared by both the data bus and the instruction bus.

1.3.3 External Memory

The ESP32 can access external SPI flash and SPI SRAM as external memory. Table 4 provides a list of external
memories that can be accessed by either CPU at a range of addresses on the data and instruction buses. When
a CPU accesses external memory through the Cache and MMU, the cache will map the CPU’s address to an
external physical memory address (in the external memory’s address space), according to the MMU settings. Due
to this address mapping, the ESP32 can address up to 16 MB External Flash and 8 MB External SRAM.
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Table 4: External Memory Address Mapping

Boundary Address :
Bus Type - Size Target Comment
Low Address High Address
Data Ox3F40_0000 Ox3F7F_FFFF 4 MB External Flash Read
Data 0x3F80_0000 Ox3FBF_FFFF 4 MB External SRAM Read and Write
Boundary Address :
Bus Type - Size Target Comment
Low Address High Address
Instruction | 0x400C_2000 Ox40BF_FFFF 11512 KB External Flash Read
1.3.4 Cache

As shown in Figure 3, each of the two CPUs in ESP32 has 32 KB of cache for accessing external storage. PRO
CPU uses bit PRO_CACHE_ENABLE in register DPORT_PRO_CACHE_CTRL_REG to enable the Cache, while
APP CPU uses bit APP_CACHE_ENABLE in register DPORT_APP_CACHE_CTRL_REG to enable the same
function.

PRO CPU

APP CPU

External External
memory CacheO Cachel |- memory
l L CACHE_MUX_MODE
. SWAP — .
Instruction bus Instruction bus

—»\0 1 1 0 e—
PRO_CACHE_ENABLE APP_CACHE_ENABLE

POOLO
32KB

POOL1
32KB

Cache memory

Figure 3: Cache Block Diagram

ESP32 uses a two-way set-associative cache. When the Cache function is to be used either by PRO CPU or
APP CPU, bit CACHE_MUX_MODE[1:0] in register DPORT_CACHE_MUX_MODE_REG can be set to select
POOLO or POOL1 in the Internal SRAMO as the cache memory. When both PRO CPU and APP CPU use the
Cache function, POOLO and POOL1 in the Internal SRAMO will be used simultaneously as the cache memory,
while they can also be used by the instruction bus. This is depicted in table 5 below.

Table 5: Cache memory mode

CACHE_MUX_MODE POOLO POOL1
0 PRO CPU APP CPU
1 PRO CPU/APP CPU -
2 - PRO CPU/APP CPU
3 APP CPU PRO CPU
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As described in table 5, when bit CACHE_MUX_MODE is set to 1 or 2, PRO CPU and APP CPU cannot enable
the Cache function at the same time. When the Cache function is enabled, POOLO or POOL1 can only be used
as the cache memory, and cannot be used by the instruction bus as well.

ESP32 Cache supports the Flush function. It is worth noting that when the Flush function is used, the data

written in the cache will be disposed rather than being rewritten into the External SRAM. To enable the Flush
function, first clear bit x_CACHE_FLUSH_ENA in register DPORT_x_CACHE_CTRL_REG, then set this bit to 1.
Afterwards, the system hardware will set bit x_CACHE_FLUSH_DONE to 1, where x can be "PRO” or "APP”,
indicating that the cache flush operation has been completed.

For more information about the address mapping of ESP32 Cache, please refer to Embedded Memory and

External Memory.

1.3.5 Peripherals

The ESP32 has 41 peripherals. Table 6 specifically describes the peripherals and their respective address

ranges. Nearly all peripheral modules can be accessed by either CPU at the same address with just a single

exception; this being the PID Controller.

Table 6: Peripheral Address Mapping

Boundary Address :
Bus Type - Size Target Comment
Low Address High Address
Data Ox3FFO_0000 Ox3FFO_OFFF 4 KB DPort Register
Data Ox3FF0_1000 Ox3FFO_1FFF 4 KB AES Accelerator
Data Ox3FFO_2000 Ox3FFO_2FFF 4 KB RSA Accelerator
Data Ox3FF0_3000 Ox3FFO_3FFF 4 KB SHA Accelerator
Data Ox3FF0_4000 Ox3FFO_4FFF 4 KB Secure Boot
Ox3FF0_5000 Ox3FFO_FFFF 44 KB Reserved
Data Ox3FF1_0000 Ox3FF1_3FFF 16 KB Cache MMU Table
Ox3FF1_4000 Ox3FF1_EFFF 44 KB Reserved
Data Ox3FF1_FO00 Ox3FF1_FFFF 4 KB PID Controller Per-CPU peripheral
Ox3FF2_0000 Ox3FF3_FFFF 128 KB Reserved
Data Ox3FF4_0000 Ox3FF4_OFFF 4 KB UARTO
Ox3FF4_1000 Ox3FF4_1FFF 4 KB Reserved
Data Ox3FF4_2000 Ox3FF4_2FFF 4 KB SPI1
Data Ox3FF4_3000 Ox3FF4_3FFF 4 KB SPIO
Data Ox3FF4_4000 Ox3FF4_4FFF 4 KB GPIO
Ox3FF4_5000 Ox3FF4_7FFF 12 KB Reserved
Data Ox3FF4_8000 Ox3FF4_8FFF 4 KB RTC
Data Ox3FF4_9000 Ox3FF4_9FFF 4 KB 1O MUX
Ox3FF4_A000 Ox3FF4_AFFF 4 KB Reserved
Data Ox3FF4_B000 Ox3FF4_BFFF 4 KB SDIO Slave One of three parts
Data Ox3FF4_C000 Ox3FF4_CFFF 4 KB UDMA1
Ox3FF4_D000 Ox3FF4_EFFF 8 KB Reserved
Data Ox3FF4_F000 Ox3FF4_FFFF 4 KB 12S0
Data Ox3FF5_0000 Ox3FF5_OFFF 4 KB UART1
Ox3FF5_1000 Ox3FF5_2FFF 8 KB Reserved
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Boundary Address _

Bus Type , Size Target Comment
Low Address High Address

Data Ox3FF5_3000 Ox3FF5_3FFF 4 KB 12C0

Data Ox3FF5_4000 Ox3FF5_4FFF 4 KB UDMAO

Data Ox3FF5_5000 Ox3FF5_5FFF 4 KB SDIO Slave One of three parts

Data Ox3FF5_6000 Ox3FF5_6FFF 4 KB RMT

Data Ox3FF5_7000 Ox3FF5_7FFF 4 KB PCNT

Data Ox3FF5_8000 Ox3FF5_8FFF 4 KB SDIO Slave One of three parts

Data Ox3FF5_9000 Ox3FF5_9FFF 4 KB LED PWM

Data Ox3FF5_A000 Ox3FF5_AFFF 4 KB Efuse Controller

Data Ox3FF5_B000 Ox3FF5_BFFF 4 KB Flash Encryption
Ox3FF5_C000 Ox3FF5_DFFF 8 KB Reserved

Data Ox3FF5_E000 Ox3FF5_EFFF 4 KB PWMO

Data Ox3FF5_F000 Ox3FF5_FFFF 4 KB TIMGO

Data Ox3FF6_0000 Ox3FF6_OFFF 4 KB TIMG1
Ox3FF6_1000 Ox3FF6_3FFF 12 KB Reserved

Data Ox3FF6_4000 Ox3FF6_4FFF 4 KB SPI2

Data Ox3FF6_5000 Ox3FF6_5FFF 4 KB SPI3

Data Ox3FF6_6000 Ox3FF6_6FFF 4 KB SYSCON

Data Ox3FF6_7000 Ox3FF6_7FFF 4 KB 12CA

Data Ox3FF6_8000 Ox3FF6_8FFF 4 KB SDMMC

Data Ox3FF6_9000 Ox3FF6_AFFF 8 KB EMAC
Ox3FF6_B000 Ox3FF6_BFFF 4 KB Reserved

Data Ox3FF6_C000 Ox3FF6_CFFF 4 KB PWM1

Data Ox3FF6_D000 Ox3FF6_DFFF 4 KB 1251

Data Ox3FF6_E000 Ox3FF6_EFFF 4 KB UART2

Data Ox3FF6_F000 Ox3FF6_FFFF 4 KB PWM2

Data Ox3FF7_0000 Ox3FF7_OFFF 4 KB PWM3
Ox3FF7_1000 Ox3FF7_4FFF 16 KB Reserved

Data Ox3FF7_5000 Ox3FF7_5FFF 4 KB RNG
Ox3FF7_6000 Ox3FF7_FFFF 40 KB Reserved

1.3.5.1 Asymmetric PID Controller Peripheral

There are two PID Controllers in the system. They serve the PRO_CPU and the APP_CPU, respectively. The
PRO_CPU and the APP_CPU can only access their own PID Controller and not that of their counterpart.
Each CPU uses the same memory range Ox3FF1_FO00 ~ 3FF1_FFFF to access its own PID Controller.

1.3.5.2 Non-Contiguous Peripheral Memory Ranges

The SDIO Slave peripheral consists of three parts and the two CPUs use non-contiguous addresses to access
these. The three parts are accessed at the address ranges Ox3FF4_B000 ~ 3FF4_BFFF, Ox3FF5_5000 ~
3FF5_5FFF and Ox3FF5_8000 ~ 3FF5_8FFF of each CPU’s data bus. Similarly to other peripherals, access to
this peripheral is identical for both CPUs.
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1.3.5.3 Memory Speed

The ROM as well as the SRAM are both clocked from CPU_CLK and can be accessed by the CPU in a single
cycle. The RTC FAST memory is clocked from the APB_CLOCK and the RTC SLOW memory from the
FAST_CLOCK, so access to these memories may be slower. DMA uses the APB_CLK to access memory.

I